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Showing How 4/13/06 Draft DOJ Intellectual Property Bill Would Amend Existing Law 
 
 

UNITED STATES CODE ANNOTATED 
TITLE 17. COPYRIGHTS 

CHAPTER 4—COPYRIGHT NOTICE, DEPOSIT, AND REGISTRATION 
 

Current through P.L. 109-94 approved Oct. 26, 2005 
 
§ 411. Registration and civil infringement actions 
 
 (a) Except for an action brought for a violation of the rights of the author under section 
106A(a), and subject to the provisions of subsection (b), no civil action for infringement of the 
copyright in any United States work shall be instituted until preregistration or registration of the 
copyright claim has been made in accordance with this title.  In any case, however, where the 
deposit, application, and fee required for registration have been delivered to the Copyright Office 
in proper form and registration has been refused, the applicant is entitled to institute an civil 
action for infringement if notice thereof, with a copy of the complaint, is served on the Register 
of Copyrights.  The Register may, at his or her option, become a party to the action with respect 
to the issue of registrability of the copyright claim by entering an appearance within sixty days 
after such service, but the Register's failure to become a party shall not deprive the court of 
jurisdiction to determine that issue. 
 
 (b) In the case of a work consisting of sounds, images, or both, the first fixation of which 
is made simultaneously with its transmission, the copyright owner may, either before or after 
such fixation takes place, institute an action for infringement under section 501, fully subject to 
the remedies provided by sections 502 through 506 and sections 509 and505 and section 510, if, 
in accordance with requirements that the Register of Copyrights shall prescribe by regulation, the 
copyright owner— 

 (1) serves notice upon the infringer, not less than 48 hours before such fixation, 
identifying the work and the specific time and source of its first transmission, and 
declaring an intention to secure copyright in the work;  and 
 (2) makes registration for the work, if required by subsection (a), within three 
months after its first transmission. 

 
CREDIT(S) 
 
(Pub.L. 94-553, Title I, § 101, Oct. 19, 1976, 90 Stat. 2583;  Pub.L. 100-568, § 9(b)(1), Oct. 31, 
1988, 102 Stat. 2859;  Pub.L. 101-650, Title VI, § 606(c)(1), Dec. 1, 1990, 104 Stat. 5131;  
Pub.L. 105-80, § 6, Nov. 13, 1997, 111 Stat. 1532;  Pub.L. 105-304, Title I, § 102(d), Oct. 28, 
1998, 112 Stat. 2863;  Pub.L. 109-9, Title I, § 104(b), Apr. 27, 2005, 119 Stat. 222.) 
 
 



 
 
 

2 
~WASH1:4791362.v1   

UNITED STATES CODE ANNOTATED 
TITLE 17. COPYRIGHTS 

CHAPTER 5—COPYRIGHT INFRINGEMENT AND REMEDIES 
 

Current through P.L. 109-94 approved Oct. 26, 2005 
 
§ 503. Remedies for infringement:  Impounding and disposition of infringing articles 
 
 (a) At any time while an action under this title is pending, the court may order the 
impounding, on such terms as it may deem reasonable, of all copies or phonorecords claimed to 
have been made or used in violation of the copyright owner's exclusive rights, and of all plates, 
molds, matrices, masters, tapes, film negatives, or other articles by means of which such copies 
or phonorecords may be reproduced, and of records documenting the manufacture, sale, or 
receipt of items involved in such violation. The court shall enter an appropriate protective order 
with respect to discovery of any records that have been seized. The protective order shall provide 
for appropriate procedures to assure that confidential information contained in such records is 
not improperly disclosed to any party. 
 
 (b) As part of a final judgment or decree, the court may order the destruction or other 
reasonable disposition of all copies or phonorecords found to have been made or used in 
violation of the copyright owner's exclusive rights, and of all plates, molds, matrices, masters, 
tapes, film negatives, or other articles by means of which such copies or phonorecords may be 
reproduced.  
 
CREDIT(S) 
 
(Pub.L. 94-553, Title I, § 101, Oct. 19, 1976, 90 Stat. 2585.) 
 
 
§ 506. Criminal offenses 
 
 (a) Criminal infringement.— 

 (1) In general.—Any person who willfully infringes a copyright shall be punished 
as provided under section 2319 of title 18, if the infringement was committed— 

 (A) for purposes of commercial advantage or private financial gain; 
 (B) by the reproduction or distribution, including by electronic means, 
during any 180-day period, of 1 or more copies or phonorecords of 1 or more 
copyrighted works, which have a total retail value of more than $1,000;  or 
 (C) by the distribution of a work being prepared for commercial 
distribution, by making it available on a computer network accessible to members 
of the public, if such person knew or should have known that the work was 
intended for commercial distribution. 
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 (2) Evidence.—For purposes of this subsection, evidence of reproduction or 
distribution of a copyrighted work, by itself, shall not be sufficient to establish willful 
infringement of a copyright. 

  (3) ATTEMPT AND CONSPIRACY.— 
(A) ATTEMPT.—Any person who at-tempts to commit an offense under 

paragraph (1) shall be subject to the same penalties as those prescribed for the 
offense, the commission of which was the object of the attempt. 

(B) CONSPIRACY.—If two or more persons conspire to commit an 
offense under paragraph (1) and one or more of such persons do any act to 
effectuate the object of the conspiracy, each shall be subject to the same penalties 
as those prescribed for the offense, the commission of which was the object of the 
conspiracy. 

 
 (3)(4) Definition.—In this subsection, the term “work being prepared for 
commercial distribution” means— 

 (A) a computer program, a musical work, a motion picture or other 
audiovisual work, or a sound recording, if, at the time of unauthorized 
distribution— 

 (i) the copyright owner has a reasonable expectation of commercial 
distribution;  and 
 (ii) the copies or phonorecords of the work have not been 
commercially distributed;  or 

 (B) a motion picture, if, at the time of unauthorized distribution, the 
motion picture— 

 (i) has been made available for viewing in a motion picture 
exhibition facility;  and 
 (ii) has not been made available in copies for sale to the general 
public in the United States in a format intended to permit viewing outside 
a motion picture exhibition facility. 
 

 (b) Forfeiture and Destruction of Property; Restitution.—Forfeiture, destruction, and 
restitution relating to this section shall be subject to section 2323 of title 18, to the extent 
provided in that section[, in addition to any other similar remedies provided by law]. 
 
When any person is convicted of any violation of subsection (a), the court in its judgment of 
conviction shall, in addition to the penalty therein prescribed, order the forfeiture and destruction 
or other disposition of all infringing copies or phonorecords and all implements, devices, or 
equipment used in the manufacture of such infringing copies or phonorecords. 
 
 (c) Fraudulent Copyright Notice.—Any person who, with fraudulent intent, places on any 
article a notice of copyright or words of the same purport that such person knows to be false, or 
who, with fraudulent intent, publicly distributes or imports for public distribution any article 
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bearing such notice or words that such person knows to be false, shall be fined not more than 
$2,500. 
 
 (d) Fraudulent Removal of Copyright Notice.—Any person who, with fraudulent intent, 
removes or alters any notice of copyright appearing on a copy of a copyrighted work shall be 
fined not more than $2,500. 
 
 (e) False Representation.—Any person who knowingly makes a false representation of a 
material fact in the application for copyright registration provided for by section 409, or in any 
written statement filed in connection with the application, shall be fined not more than $2,500. 
 
 (f) Rights of Attribution and Integrity.—Nothing in this section applies to infringement of 
the rights conferred by section 106A(a).  
 
CREDIT(S) 
 
(Pub.L. 94-553, Title I, § 101, Oct. 19, 1976, 90 Stat. 2586;  Pub.L. 97-180, § 5, May 24, 1982, 
96 Stat. 93;  Pub.L. 101-650, Title VI, § 606(b), Dec. 1, 1990, 104 Stat. 5131;  Pub.L. 105-147, § 
2(b), Dec. 16, 1997, 111 Stat. 2678;  Pub.L. 109-9, Title I, § 103(a), Apr. 27, 2005, 119 Stat. 
220.) 
 
 

UNITED STATES CODE ANNOTATED 
TITLE 17. COPYRIGHTS 

CHAPTER 6—MANUFACTURING REQUIREMENTS AND IMPORTATION 
 

Current through P.L. 109-94 approved Oct. 26, 2005 
 
§ 602. Infringing importation or exportation of copies or phonorecords 
 
 (a)(1) Importation into the United States, without the authority of the owner of copyright 
under this title, of copies or phonorecords of a work that have been acquired outside the United 
States is an infringement of the exclusive right to distribute copies or phonorecords under section 
106, and is actionable under section 501.  This subsection does not apply to— 

(2) Importation into the United States or exportation from the United States, 
without the authority of the owner of copyright under this title, of copies or 
phonorecords, the making of which either constituted an infringement of copyright or 
would have constituted an infringement of copyright if this title had been applicable, is an 
infringement of the exclusive right to distribute copies or phonorecords under section 106 
and is actionable under sections 501 and 506.  

(3) This subsection does not apply to— 
 (1)(A) importation or exportation of copies or phonorecords under the 
authority or for the use of the Government of the United States or of any State or 
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political subdivision of a State, but not including copies or phonorecords for use 
in schools, or copies of any audiovisual work imported for purposes other than 
archival use; 
 (2)(B) importation or exportation, for the private use of the importer or 
exporter and not for distribution, by any person with respect to no more than one 
copy or phonorecord of any one work at any one time, or by any person arriving 
from outside the United States or departing from the United States with respect to 
copies or phonorecords forming part of such person's personal baggage;  or 
 (3)(C) importation by or for an organization operated for scholarly, 
educational, or religious purposes and not for private gain, with respect to no 
more than one copy of an audiovisual work solely for its archival purposes, and 
no more than five copies or phonorecords of any other work for its library lending 
or archival purposes, unless the importation of such copies or phonorecords is part 
of an activity consisting of systematic reproduction or distribution, engaged in by 
such organization in violation of the provisions of section 108(g)(2). 

 
 (b) In a case where the making of the copies or phonorecords would have constituted an 
infringement of copyright if this title had been applicable, their importation is prohibited.  In a 
case where the copies or phonorecords were lawfully made, the United States Customs Service 
has no authority to prevent their importation unless the provisions of section 601 are applicable.  
In either case, the Secretary of the Treasury is authorized to prescribe, by regulation, a procedure 
under which any person claiming an interest in the copyright in a particular work may, upon 
payment of a specified fee, be entitled to notification by the Customs Service of the importation 
of articles that appear to be copies or phonorecords of the work. 
 
CREDIT(S) 
 
(Pub.L. 94-553, Title I, § 101, Oct. 19, 1976, 90 Stat. 2589.) 
 
 

UNITED STATES CODE ANNOTATED 
TITLE 17. COPYRIGHTS 

CHAPTER 12—COPYRIGHT PROTECTION AND MANAGEMENT SYSTEMS 
 

As amended to 10-10-05 
 
§ 1201. Circumvention of copyright protection systems 
 
 (a) Violations regarding circumvention of technological measures.—(1)(A) No person 
shall circumvent a technological measure that effectively controls access to a work protected 
under this title.  The prohibition contained in the preceding sentence shall take effect at the end 
of the 2-year period beginning on the date of the enactment of this chapter. 
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 (B) The prohibition contained in subparagraph (A) shall not apply to 
persons who are users of a copyrighted work which is in a particular class of 
works, if such persons are, or are likely to be in the succeeding 3-year period, 
adversely affected by virtue of such prohibition in their ability to make 
noninfringing uses of that particular class of works under this title, as determined 
under subparagraph (C). 
 (C) During the 2-year period described in subparagraph (A), and during 
each succeeding 3-year period, the Librarian of Congress, upon the 
recommendation of the Register of Copyrights, who shall consult with the 
Assistant Secretary for Communications and Information of the Department of 
Commerce and report and comment on his or her views in making such 
recommendation, shall make the determination in a rulemaking proceeding for 
purposes of subparagraph (B) of whether persons who are users of a copyrighted 
work are, or are likely to be in the succeeding 3-year period, adversely affected by 
the prohibition under subparagraph (A) in their ability to make noninfringing uses 
under this title of a particular class of copyrighted works.  In conducting such 
rulemaking, the Librarian shall examine— 

 (i) the availability for use of copyrighted works; 
 (ii) the availability for use of works for nonprofit archival, 
preservation, and educational purposes; 
 (iii) the impact that the prohibition on the circumvention of 
technological measures applied to copyrighted works has on criticism, 
comment, news reporting, teaching, scholarship, or research; 
 (iv) the effect of circumvention of technological measures on the 
market for or value of copyrighted works;  and 
 (v) such other factors as the Librarian considers appropriate. 

 (D) The Librarian shall publish any class of copyrighted works for which 
the Librarian has determined, pursuant to the rulemaking conducted under 
subparagraph (C), that noninfringing uses by persons who are users of a 
copyrighted work are, or are likely to be, adversely affected, and the prohibition 
contained in subparagraph (A) shall not apply to such users with respect to such 
class of works for the ensuing 3-year period. 
 (E) Neither the exception under subparagraph (B) from the applicability of 
the prohibition contained in subparagraph (A), nor any determination made in a 
rulemaking conducted under subparagraph (C), may be used as a defense in any 
action to enforce any provision of this title other than this paragraph. 

 (2) No person shall manufacture, import, offer to the public, provide, or otherwise 
traffic in any technology, product, service, device, component, or part thereof, that— 

 (A) is primarily designed or produced for the purpose of circumventing a 
technological measure that effectively controls access to a work protected under 
this title; 
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 (B) has only limited commercially significant purpose or use other than to 
circumvent a technological measure that effectively controls access to a work 
protected under this title;  or 
 (C) is marketed by that person or another acting in concert with that 
person with that person's knowledge for use in circumventing a technological 
measure that effectively controls access to a work protected under this title. 

 (3) As used in this subsection— 
 (A) to “circumvent a technological measure” means to descramble a 
scrambled work, to decrypt an encrypted work, or otherwise to avoid, bypass, 
remove, deactivate, or impair a technological measure, without the authority of 
the copyright owner;  and 
 (B) a technological measure “effectively controls access to a work” if the 
measure, in the ordinary course of its operation, requires the application of 
information, or a process or a treatment, with the authority of the copyright 
owner, to gain access to the work.; and 

(C) the term “traffic in” means to transport, transfer, or otherwise dispose 
of, to another, or to make, import, export, obtain control of, or possess, with intent 
to so transport, transfer, or otherwise dispose of. 

 
 (b) Additional violations.—(1) No person shall manufacture, import, offer to the public, 
provide, or otherwise traffic in any technology, product, service, device, component, or part 
thereof, that— 

 (A) is primarily designed or produced for the purpose of circumventing 
protection afforded by a technological measure that effectively protects a right of 
a copyright owner under this title in a work or a portion thereof; 
 (B) has only limited commercially significant purpose or use other than to 
circumvent protection afforded by a technological measure that effectively 
protects a right of a copyright owner under this title in a work or a portion thereof;  
or 
 (C) is marketed by that person or another acting in concert with that 
person with that person's knowledge for use in circumventing protection afforded 
by a technological measure that effectively protects a right of a copyright owner 
under this title in a work or a portion thereof. 

 (2) As used in this subsection— 
 (A) to “circumvent protection afforded by a technological measure” means 
avoiding, bypassing, removing, deactivating, or otherwise impairing a 
technological measure;  and 
 (B) a technological measure “effectively protects a right of a copyright 
owner under this title” if the measure, in the ordinary course of its operation, 
prevents, restricts, or otherwise limits the exercise of a right of a copyright owner 
under this title.; and 
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(C) the term “traffic in” means to transport, transfer, or otherwise dispose 
of, to another, or to make, import, export, obtain control of, or possess, with intent 
to so transport, transfer, or otherwise dispose of. 
 

 (c) Other rights, etc., not affected.—(1) Nothing in this section shall affect rights, 
remedies, limitations, or defenses to copyright infringement, including fair use, under this title. 

 (2) Nothing in this section shall enlarge or diminish vicarious or contributory 
liability for copyright infringement in connection with any technology, product, service, 
device, component, or part thereof. 
 (3) Nothing in this section shall require that the design of, or design and selection 
of parts and components for, a consumer electronics, telecommunications, or computing 
product provide for a response to any particular technological measure, so long as such 
part or component, or the product in which such part or component is integrated, does not 
otherwise fall within the prohibitions of subsection (a)(2) or (b)(1). 
 (4) Nothing in this section shall enlarge or diminish any rights of free speech or 
the press for activities using consumer electronics, telecommunications, or computing 
products. 

 
 (d) Exemption for nonprofit libraries, archives, and educational institutions.—(1) A 
nonprofit library, archives, or educational institution which gains access to a commercially 
exploited copyrighted work solely in order to make a good faith determination of whether to 
acquire a copy of that work for the sole purpose of engaging in conduct permitted under this title 
shall not be in violation of subsection (a)(1)(A).  A copy of a work to which access has been 
gained under this paragraph— 

 (A) may not be retained longer than necessary to make such good faith 
determination;  and 
 (B) may not be used for any other purpose. 

 (2) The exemption made available under paragraph (1) shall only apply with 
respect to a work when an identical copy of that work is not reasonably available in 
another form. 
 (3) A nonprofit library, archives, or educational institution that willfully for the 
purpose of commercial advantage or financial gain violates paragraph (1)— 

 (A) shall, for the first offense, be subject to the civil remedies under 
section 1203;  and 
 (B) shall, for repeated or subsequent offenses, in addition to the civil 
remedies under section 1203, forfeit the exemption provided under paragraph (1). 

 (4) This subsection may not be used as a defense to a claim under subsection 
(a)(2) or (b), nor may this subsection permit a nonprofit library, archives, or educational 
institution to manufacture, import, offer to the public, provide, or otherwise traffic in any 
technology, product, service, component, or part thereof, which circumvents a 
technological measure. 
 (5) In order for a library or archives to qualify for the exemption under this 
subsection, the collections of that library or archives shall be— 
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 (A) open to the public;  or 
 (B) available not only to researchers affiliated with the library or archives 
or with the institution of which it is a part, but also to other persons doing 
research in a specialized field. 

 
 (e) Law enforcement, intelligence, and other government activities.—This section does 
not prohibit any lawfully authorized investigative, protective, information security, or 
intelligence activity of an officer, agent, or employee of the United States, a State, or a political 
subdivision of a State, or a person acting pursuant to a contract with the United States, a State, or 
a political subdivision of a State.  For purposes of this subsection, the term “information 
security” means activities carried out in order to identify and address the vulnerabilities of a 
government computer, computer system, or computer network. 
 
 (f) Reverse engineering.—(1) Notwithstanding the provisions of subsection (a)(1)(A), a 
person who has lawfully obtained the right to use a copy of a computer program may circumvent 
a technological measure that effectively controls access to a particular portion of that program 
for the sole purpose of identifying and analyzing those elements of the program that are 
necessary to achieve interoperability of an independently created computer program with other 
programs, and that have not previously been readily available to the person engaging in the 
circumvention, to the extent any such acts of identification and analysis do not constitute 
infringement under this title. 

 (2) Notwithstanding the provisions of subsections (a)(2) and (b), a person may 
develop and employ technological means to circumvent a technological measure, or to 
circumvent protection afforded by a technological measure, in order to enable the 
identification and analysis under paragraph (1), or for the purpose of enabling 
interoperability of an independently created computer program with other programs, if 
such means are necessary to achieve such interoperability, to the extent that doing so 
does not constitute infringement under this title. 
 (3) The information acquired through the acts permitted under paragraph (1), and 
the means permitted under paragraph (2), may be made available to others if the person 
referred to in paragraph (1) or (2), as the case may be, provides such information or 
means solely for the purpose of enabling interoperability of an independently created 
computer program with other programs, and to the extent that doing so does not 
constitute infringement under this title or violate applicable law other than this section. 
 (4) For purposes of this subsection, the term “interoperability” means the ability 
of computer programs to exchange information, and of such programs mutually to use the 
information which has been exchanged. 

 
 (g) Encryption research.— 

 (1) Definitions.—For purposes of this subsection— 
 (A) the term “encryption research” means activities necessary to identify 
and analyze flaws and vulnerabilities of encryption technologies applied to 
copyrighted works, if these activities are conducted to advance the state of 
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knowledge in the field of encryption technology or to assist in the development of 
encryption products;  and 
 (B) the term “encryption technology” means the scrambling and 
descrambling of information using mathematical formulas or algorithms. 

 (2) Permissible acts of encryption research.—Notwithstanding the provisions of 
subsection (a)(1)(A), it is not a violation of that subsection for a person to circumvent a 
technological measure as applied to a copy, phonorecord, performance, or display of a 
published work in the course of an act of good faith encryption research if— 

 (A) the person lawfully obtained the encrypted copy, phonorecord, 
performance, or display of the published work; 
 (B) such act is necessary to conduct such encryption research; 
 (C) the person made a good faith effort to obtain authorization before the 
circumvention;  and 
 (D) such act does not constitute infringement under this title or a violation 
of applicable law other than this section, including section 1030 of title 18 and 
those provisions of title 18 amended by the Computer Fraud and Abuse Act of 
1986. 

 (3) Factors in determining exemption.—In determining whether a person qualifies 
for the exemption under paragraph (2), the factors to be considered shall include— 

 (A) whether the information derived from the encryption research was 
disseminated, and if so, whether it was disseminated in a manner reasonably 
calculated to advance the state of knowledge or development of encryption 
technology, versus whether it was disseminated in a manner that facilitates 
infringement under this title or a violation of applicable law other than this section 
[17 U.S.C.A. § 1 et seq.], including a violation of privacy or breach of security; 
 (B) whether the person is engaged in a legitimate course of study, is 
employed, or is appropriately trained or experienced, in the field of encryption 
technology;  and 
 (C) whether the person provides the copyright owner of the work to which 
the technological measure is applied with notice of the findings and 
documentation of the research, and the time when such notice is provided. 

 (4) Use of technological means for research activities.—Notwithstanding the 
provisions of subsection (a)(2), it is not a violation of that subsection for a person to— 

 (A) develop and employ technological means to circumvent a 
technological measure for the sole purpose of that person performing the acts of 
good faith encryption research described in paragraph (2);  and 
 (B) provide the technological means to another person with whom he or 
she is working collaboratively for the purpose of conducting the acts of good faith 
encryption research described in paragraph (2) or for the purpose of having that 
other person verify his or her acts of good faith encryption research described in 
paragraph (2). 

 (5) Report to Congress.—Not later than 1 year after the date of the enactment of 
this chapter [17 U.S.C. 1201 et seq.], the Register of Copyrights and the Assistant 
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Secretary for Communications and Information of the Department of Commerce shall 
jointly report to the Congress on the effect this subsection has had on— 

 (A) encryption research and the development of encryption technology; 
 (B) the adequacy and effectiveness of technological measures designed to 
protect copyrighted works;  and 
 (C) protection of copyright owners against the unauthorized access to their 
encrypted copyrighted works. 

The report shall include legislative recommendations, if any. 
 
 (h) Exceptions regarding minors.—In applying subsection (a) to a component or part, the 
court may consider the necessity for its intended and actual incorporation in a technology, 
product, service, or device, which— 

 (1) does not itself violate the provisions of this title;  and 
 (2) has the sole purpose to prevent the access of minors to material on the 
Internet. 
 

 (i) Protection of personally identifying information.— 
 (1) Circumvention permitted.—Notwithstanding the provisions of subsection 
(a)(1)(A), it is not a violation of that subsection for a person to circumvent a 
technological measure that effectively controls access to a work protected under this title, 
if— 

 (A) the technological measure, or the work it protects, contains the 
capability of collecting or disseminating personally identifying information 
reflecting the online activities of a natural person who seeks to gain access to the 
work protected; 
 (B) in the normal course of its operation, the technological measure, or the 
work it protects, collects or disseminates personally identifying information about 
the person who seeks to gain access to the work protected, without providing 
conspicuous notice of such collection or dissemination to such person, and 
without providing such person with the capability to prevent or restrict such 
collection or dissemination; 
 (C) the act of circumvention has the sole effect of identifying and 
disabling the capability described in subparagraph (A), and has no other effect on 
the ability of any person to gain access to any work;  and 
 (D) the act of circumvention is carried out solely for the purpose of 
preventing the collection or dissemination of personally identifying information 
about a natural person who seeks to gain access to the work protected, and is not 
in violation of any other law. 

 (2) Inapplicability to certain technological measures.—This subsection does not 
apply to a technological measure, or a work it protects, that does not collect or 
disseminate personally identifying information and that is disclosed to a user as not 
having or using such capability. 
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 (j) Security testing.— 
 (1) Definition.—For purposes of this subsection, the term “security testing” 
means accessing a computer, computer system, or computer network, solely for the 
purpose of good faith testing, investigating, or correcting, a security flaw or vulnerability, 
with the authorization of the owner or operator of such computer, computer system, or 
computer network. 
 (2) Permissible acts of security testing.—Notwithstanding the provisions of 
subsection (a)(1)(A), it is not a violation of that subsection for a person to engage in an 
act of security testing, if such act does not constitute infringement under this title or a 
violation of applicable law other than this section, including section 1030 of title 18 and 
those provisions of title 18 amended by the Computer Fraud and Abuse Act of 1986. 
 (3) Factors in determining exemption.—In determining whether a person qualifies 
for the exemption under paragraph (2), the factors to be considered shall include— 

 (A) whether the information derived from the security testing was used 
solely to promote the security of the owner or operator of such computer, 
computer system or computer network, or shared directly with the developer of 
such computer, computer system, or computer network;  and 
 (B) whether the information derived from the security testing was used or 
maintained in a manner that does not facilitate infringement under this title or a 
violation of applicable law other than this section, including a violation of privacy 
or breach of security. 

 (4) Use of technological means for security testing.—Notwithstanding the 
provisions of subsection (a)(2), it is not a violation of that subsection for a person to 
develop, produce, distribute or employ technological means for the sole purpose of 
performing the acts of security testing described in subsection (2), [FN1] provided such 
technological means does not otherwise violate section  [FN2] (a)(2). 
 

 (k) Certain analog devices and certain technological measures.— 
 (1) Certain analog devices.— 

 (A) Effective 18 months after the date of the enactment of this chapter, no 
person shall manufacture, import, offer to the public, provide or otherwise traffic 
in any— 

 (i) VHS format analog video cassette recorder unless such recorder 
conforms to the automatic gain control copy control technology; 
 (ii) 8mm format analog video cassette camcorder unless such 
camcorder conforms to the automatic gain control technology; 
 (iii) Beta format analog video cassette recorder, unless such 
recorder conforms to the automatic gain control copy control technology, 
except that this requirement shall not apply until there are 1,000 Beta 
format analog video cassette recorders sold in the United States in any one 
calendar year after the date of the enactment of this chapter; 
 (iv) 8mm format analog video cassette recorder that is not an 
analog video cassette camcorder, unless such recorder conforms to the 
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automatic gain control copy control technology, except that this 
requirement shall not apply until there are 20,000 such recorders sold in 
the United States in any one calendar year after the date of the enactment 
of this chapter;  or 
 (v) analog video cassette recorder that records using an NTSC 
format video input and that is not otherwise covered under clauses (i) 
through (iv), unless such device conforms to the automatic gain control 
copy control technology. 

 (B) Effective on the date of the enactment of this chapter, no person shall 
manufacture, import, offer to the public, provide or otherwise traffic in— 

 (i) any VHS format analog video cassette recorder or any 8mm 
format analog video cassette recorder if the design of the model of such 
recorder has been modified after such date of enactment so that a model of 
recorder that previously conformed to the automatic gain control copy 
control technology no longer conforms to such technology;  or 
 (ii) any VHS format analog video cassette recorder, or any 8mm 
format analog video cassette recorder that is not an 8mm analog video 
cassette camcorder, if the design of the model of such recorder has been 
modified after such date of enactment so that a model of recorder that 
previously conformed to the four-line colorstripe copy control technology 
no longer conforms to such technology. 

Manufacturers that have not previously manufactured or sold a VHS format analog video 
cassette recorder, or an 8mm format analog cassette recorder, shall be required to 
conform to the four-line colorstripe copy control technology in the initial model of any 
such recorder manufactured after the date of the enactment of this chapter, and thereafter 
to continue conforming to the four-line colorstripe copy control technology.  For 
purposes of this subparagraph, an analog video cassette recorder “conforms to” the four-
line colorstripe copy control technology if it records a signal that, when played back by 
the playback function of that recorder in the normal viewing mode, exhibits, on a 
reference display device, a display containing distracting visible lines through portions of 
the viewable picture. 
 (2) Certain encoding restrictions.—No person shall apply the automatic gain 
control copy control technology or colorstripe copy control technology to prevent or limit 
consumer copying except such copying— 

 (A) of a single transmission, or specified group of transmissions, of live 
events or of audiovisual works for which a member of the public has exercised 
choice in selecting the transmissions, including the content of the transmissions or 
the time of receipt of such transmissions, or both, and as to which such member is 
charged a separate fee for each such transmission or specified group of 
transmissions; 
 (B) from a copy of a transmission of a live event or an audiovisual work if 
such transmission is provided by a channel or service where payment is made by a 
member of the public for such channel or service in the form of a subscription fee 



 
 
 

14 
~WASH1:4791362.v1   

that entitles the member of the public to receive all of the programming contained 
in such channel or service; 
 (C) from a physical medium containing one or more prerecorded 
audiovisual works;  or 
 (D) from a copy of a transmission described in subparagraph (A) or from a 
copy made from a physical medium described in subparagraph (C). 

In the event that a transmission meets both the conditions set forth in subparagraph (A) 
and those set forth in subparagraph (B), the transmission shall be treated as a 
transmission described in subparagraph (A). 
 (3) Inapplicability.—This subsection shall not— 

 (A) require any analog video cassette camcorder to conform to the 
automatic gain control copy control technology with respect to any video signal 
received through a camera lens; 
 (B) apply to the manufacture, importation, offer for sale, provision of, or 
other trafficking in, any professional analog video cassette recorder;  or 
 (C) apply to the offer for sale or provision of, or other trafficking in, any 
previously owned analog video cassette recorder, if such recorder was legally 
manufactured and sold when new and not subsequently modified in violation of 
paragraph (1)(B). 

 (4) Definitions.—For purposes of this subsection: 
 (A) An “analog video cassette recorder” means a device that records, or a 
device that includes a function that records, on electromagnetic tape in an analog 
format the electronic impulses produced by the video and audio portions of a 
television program, motion picture, or other form of audiovisual work. 
 (B) An “analog video cassette camcorder” means an analog video cassette 
recorder that contains a recording function that operates through a camera lens 
and through a video input that may be connected with a television or other video 
playback device. 
 (C) An analog video cassette recorder “conforms” to the automatic gain 
control copy control technology if it— 

 (i) detects one or more of the elements of such technology and 
does not record the motion picture or transmission protected by such 
technology;  or 
 (ii) records a signal that, when played back, exhibits a 
meaningfully distorted or degraded display. 

 (D) The term “professional analog video cassette recorder” means an 
analog video cassette recorder that is designed, manufactured, marketed, and 
intended for use by a person who regularly employs such a device for a lawful 
business or industrial use, including making, performing, displaying, distributing, 
or transmitting copies of motion pictures on a commercial scale. 
 (E) The terms “VHS format”, “8mm format”, “Beta format”, “automatic 
gain control copy control technology”, “colorstripe copy control technology”, 
“four-line version of the colorstripe copy control technology”, and “NTSC” have 
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the meanings that are commonly understood in the consumer electronics and 
motion picture industries as of the date of the enactment of this chapter. 

 (5) Violations.—Any violation of paragraph (1) of this subsection shall be treated 
as a violation of subsection (b)(1) of this section.  Any violation of paragraph (2) of this 
subsection shall be deemed an “act of circumvention” for the purposes of section 
1203(c)(3)(A) of this chapter.  

 
CREDIT(S) 
 
(Added Pub.L. 105-304, Title I, § 103(a), Oct. 28, 1998, 112 Stat. 2863, and amended Pub.L. 
106-113, Div. B, § 1000(a)(9) [Title V, § 5006], Nov. 29, 1999, 113 Stat. 1536, 1501A-594.) 
 
[FN1]  So in original.  Probably should be “subsection (a)(2)”. 
 
[FN2]  So in original.  Probably should be “subsection”. 
 
 

UNITED STATES CODE ANNOTATED 
TITLE 18. CRIMES AND CRIMINAL PROCEDURE 

PART I—CRIMES 
CHAPTER 47—FRAUD AND FALSE STATEMENTS 

 
Current through P.L. 109-94 approved Oct. 26, 2005 

 
§ 1028. Fraud and related activity in connection with identification documents, 
authentication features, and information  [FN1] 
 
 (a) Whoever, in a circumstance described in subsection (c) of this section— 

 (1) knowingly and without lawful authority produces an identification document, 
authentication feature, or a false identification document; 
 (2) knowingly transfers an identification document, authentication feature, or a 
false identification document knowing that such document or feature was stolen or 
produced without lawful authority; 
 (3) knowingly possesses with intent to use unlawfully or transfer unlawfully five 
or more identification documents (other than those issued lawfully for the use of the 
possessor), authentication features, or false identification documents; 
 (4) knowingly possesses an identification document (other than one issued 
lawfully for the use of the possessor), authentication feature, or a false identification 
document, with the intent such document or feature be used to defraud the United States; 
 (5) knowingly produces, transfers, or possesses a document-making implement or 
authentication feature with the intent such document-making implement or authentication 
feature will be used in the production of a false identification document or another 
document-making implement or authentication feature which will be so used; 
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 (6) knowingly possesses an identification document or authentication feature that 
is or appears to be an identification document or authentication feature of the United 
States which is stolen or produced without lawful authority knowing that such document 
or feature was stolen or produced without such authority; 
 (7) knowingly transfers, possesses, or uses, without lawful authority, a means of 
identification of another person with the intent to commit, or to aid or abet, or in 
connection with, any unlawful activity that constitutes a violation of Federal law, or that 
constitutes a felony under any applicable State or local law;  or 
 (8) knowingly traffics in false or actual authentication features for use in false 
identification documents, document-making implements, or means of identification; 

shall be punished as provided in subsection (b) of this section. 
 
 (b) The punishment for an offense under subsection (a) of this section is— 

 (1) except as provided in paragraphs (3) and (4), a fine under this title or 
imprisonment for not more than 15 years, or both, if the offense is— 

 (A) the production or transfer of an identification document, 
authentication feature, or false identification document that is or appears to be— 

 (i) an identification document or authentication feature issued by 
or under the authority of the United States;  or 
 (ii) a birth certificate, or a driver's license or personal identification 
card; 

 (B) the production or transfer of more than five identification documents, 
authentication features, or false identification documents; 
 (C) an offense under paragraph (5) of such subsection;  or 
 (D) an offense under paragraph (7) of such subsection that involves the 
transfer, possession, or use of 1 or more means of identification if, as a result of 
the offense, any individual committing the offense obtains anything of value 
aggregating $1,000 or more during any 1-year period; 

 (2) except as provided in paragraphs (3) and (4), a fine under this title or 
imprisonment for not more than 5 years, or both, if the offense is— 

 (A) any other production, transfer, or use of a means of identification, an 
identification document,, [FN2] authentication feature, or a false identification 
document;  or 
 (B) an offense under paragraph (3) or (7) of such subsection; 

 (3) a fine under this title or imprisonment for not more than 20 years, or both, if 
the offense is committed— 

 (A) to facilitate a drug trafficking crime (as defined in section 929(a)(2)); 
 (B) in connection with a crime of violence (as defined in section 
924(c)(3));  or 
 (C) after a prior conviction under this section becomes final; 

 (4) a fine under this title or imprisonment for not more than 30 years, or both, if 
the offense is committed to facilitate an act of domestic terrorism (as defined under 
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section 2331(5) of this title) or an act of international terrorism (as defined in section 
2331(1) of this title); 
 (5) in the case of any offense under subsection (a), forfeiture to the United States 
of any personal property used or intended to be used to commit the offense;  and 
 (6) a fine under this title or imprisonment for not more than one year, or both, in 
any other case. 
 

 (c) The circumstance referred to in subsection (a) of this section is that— 
 (1) the identification document, authentication feature, or false identification 
document is or appears to be issued by or under the authority of the United States or the 
document-making implement is designed or suited for making such an identification 
document, authentication feature, or false identification document; 
 (2) the offense is an offense under subsection (a) (4) of this section;  or 
 (3) either— 

 (A) the production, transfer, possession, or use prohibited by this section is 
in or affects interstate or foreign commerce, including the transfer of a document 
by electronic means;  or 
 (B) the means of identification, identification document, false 
identification document, or document-making implement is transported in the 
mail in the course of the production, transfer, possession, or use prohibited by this 
section. 
 

 (d) In this section and section 1028A— 
 (1) the term “authentication feature” means any hologram, watermark, 
certification, symbol, code, image, sequence of numbers or letters, or other feature that 
either individually or in combination with another feature is used by the issuing authority 
on an identification document, document-making implement, or means of identification 
to determine if the document is counterfeit, altered, or otherwise falsified; 
 (2) the term “document-making implement” means any implement, impression, 
template, computer file, computer disc, electronic device, or computer hardware or 
software, that is specifically configured or primarily used for making an identification 
document, a false identification document, or another document-making implement; 
 (3) the term “identification document” means a document made or issued by or 
under the authority of the United States Government, a State, political subdivision of a 
State, a foreign government, political subdivision of a foreign government, an 
international governmental or an international quasi-governmental organization which, 
when completed with information concerning a particular individual, is of a type intended 
or commonly accepted for the purpose of identification of individuals; 
 (4) the term “false identification document” means a document of a type intended 
or commonly accepted for the purposes of identification of individuals that— 

 (A) is not issued by or under the authority of a governmental entity or was 
issued under the authority of a governmental entity but was subsequently altered 
for purposes of deceit;  and 
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 (B) appears to be issued by or under the authority of the United States 
Government, a State, a political subdivision of a State, a foreign government, a 
political subdivision of a foreign government, or an international governmental or 
quasi-governmental organization; 

 (5) the term “false authentication feature” means an authentication feature that— 
 (A) is genuine in origin, but, without the authorization of the issuing 
authority, has been tampered with or altered for purposes of deceit; 
 (B) is genuine, but has been distributed, or is intended for distribution, 
without the authorization of the issuing authority and not in connection with a 
lawfully made identification document, document-making implement, or means 
of identification to which such authentication feature is intended to be affixed or 
embedded by the respective issuing authority; or 
 (C) appears to be genuine, but is not; 

 (6) the term “issuing authority”— 
 (A) means any governmental entity or agency that is authorized to issue 
identification documents, means of identification, or authentication features; and 
 (B) includes the United States Government, a State, a political subdivision 
of a State, a foreign government, a political subdivision of a foreign government, 
or an international government or quasi-governmental organization; 

 (7) the term “means of identification” means any name or number that may be 
used, alone or in conjunction with any other information, to identify a specific individual, 
including any— 

 (A) name, social security number, date of birth, official State or 
government issued driver's license or identification number, alien registration 
number, government passport number, employer or taxpayer identification 
number; 
 (B) unique biometric data, such as fingerprint, voice print, retina or iris 
image, or other unique physical representation; 
 (C) unique electronic identification number, address, or routing code;  or 
 (D) telecommunication identifying information or access device (as 
defined in section 1029(e)); 

 (8) the term “personal identification card” means an identification document 
issued by a State or local government solely for the purpose of identification; 
 (9) the term “produce” includes alter, authenticate, or assemble; 
 (10) the term “transfer” includes selecting an identification document, false 
identification document, or document-making implement and placing or directing the 
placement of such identification document, false identification document, or document-
making implement on an online location where it is available to others; 
 (11) the term “State” includes any State of the United States, the District of 
Columbia, the Commonwealth of Puerto Rico, and any other commonwealth, possession, 
or territory of the United States;  and 
 (12)(A) the term “traffic in” means — 
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 (A) to transport, transfer, or otherwise dispose of, to another, for purposes of 
commercial advantage or private financial gain, as consideration for anything of value;  
or 
 (B) to make, import, export, or obtain control of, or possess, with intent to so 
transport, transfer, or otherwise dispose of; and 

(B) the term “financial gain” includes the receipt, or expected receipt, of 
anything of value. 
 

 (e) This section does not prohibit any lawfully authorized investigative, protective, or 
intelligence activity of a law enforcement agency of the United States, a State, or a political 
subdivision of a State, or of an intelligence agency of the United States, or any activity 
authorized under chapter 224 of this title. 
 
 (f) Attempt and conspiracy.—Any person who attempts or conspires to commit any 
offense under this section shall be subject to the same penalties as those prescribed for the 
offense, the commission of which was the object of the attempt or conspiracy. 
 
 (g) Forfeiture procedures.—The forfeiture of property under this section, including any 
seizure and disposition of the property and any related judicial or administrative proceeding, 
shall be governed by the provisions of section 413 (other than subsection (d) of that section) of 
the Comprehensive Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853). 
 
 (h) Forfeiture;  disposition.—In the circumstance in which any person is convicted of a 
violation of subsection (a), the court shall order, in addition to the penalty prescribed, the 
forfeiture and destruction or other disposition of all illicit authentication features, identification 
documents, document-making implements, or means of identification. 
 
 (i) Rule of construction.—For purpose of subsection (a)(7), a single identification 
document or false identification document that contains 1 or more means of identification shall 
be construed to be 1 means of identification.  
 
CREDIT(S) 
 
(Added Pub.L. 97-398, § 2, Dec. 31, 1982, 96 Stat. 2009, and amended Pub.L. 99-646, § 44(a), 
Nov. 10, 1986, 100 Stat. 3601;  Pub.L. 100-690, Title VII, § 7023, Nov. 18, 1988, 102 Stat. 
4397;  Pub.L. 101-647, Title XII, § 1205(e), Nov. 29, 1990, 104 Stat. 4831;  Pub.L. 103-322, 
Title XXXIII, § 330016(1)(K), (M), (O), Sept. 13, 1994, 108 Stat. 2147, 2148;  Pub.L. 104-208, 
Div. C, Title II, § 211(a)(1), Sept. 30, 1996, 110 Stat. 3009-569;  Pub.L. 104-294, Title VI, § 
601(a)(3), (p), Oct. 11, 1996, 110 Stat. 3498, 3502;  Pub.L. 105-318, § 3(a) to (g), (h)(1), Oct. 
30, 1998, 112 Stat. 3007 to 3009;  Pub.L. 106-578, § 3, Title VI, Dec. 28, 2000, 114 Stat. 3076;  
Pub.L. 108-21, Title VI, § 607(b), Apr. 30, 2003, 117 Stat. 689;  Pub.L. 108-275, §§ 2(c), 3, July 
15, 2004, 118 Stat. 832;  Pub.L. 108-458, Title VII, § 7216, Dec. 17, 2004, 118 Stat. 3833;  
Pub.L. 109-13, Div. B, Title II, § 203(a), May 11, 2005, 119 Stat. 315.) 
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[FN1]  Section catchline amended by Pub.L. 108-21 without corresponding amendment to 
analysis. 
 
[FN2]  So in original. 
 
 
§ 1029. Fraud and related activity in connection with access devices 
 
 (a) Whoever— 

 (1) knowingly and with intent to defraud produces, uses, or traffics in one or more 
counterfeit access devices; 
 (2) knowingly and with intent to defraud traffics in or uses one or more 
unauthorized access devices during any one-year period, and by such conduct obtains 
anything of value aggregating $1,000 or more during that period; 
 (3) knowingly and with intent to defraud possesses fifteen or more devices which 
are counterfeit or unauthorized access devices; 
 (4) knowingly, and with intent to defraud, produces, traffics in, has control or 
custody of, or possesses device-making equipment; 
 (5) knowingly and with intent to defraud effects transactions, with 1 or more 
access devices issued to another person or persons, to receive payment or any other thing 
of value during any 1-year period the aggregate value of which is equal to or greater than 
$1,000; 
 (6) without the authorization of the issuer of the access device, knowingly and 
with intent to defraud solicits a person for the purpose of— 

 (A) offering an access device;  or 
 (B) selling information regarding or an application to obtain an access 
device; 

 (7) knowingly and with intent to defraud uses, produces, traffics in, has control or 
custody of, or possesses a telecommunications instrument that has been modified or 
altered to obtain unauthorized use of telecommunications services; 
 (8) knowingly and with intent to defraud uses, produces, traffics in, has control or 
custody of, or possesses a scanning receiver; 
 (9) knowingly uses, produces, traffics in, has control or custody of, or possesses 
hardware or software, knowing it has been configured to insert or modify 
telecommunication identifying information associated with or contained in a 
telecommunications instrument so that such instrument may be used to obtain 
telecommunications service without authorization;  or 
 (10) without the authorization of the credit card system member or its agent, 
knowingly and with intent to defraud causes or arranges for another person to present to 
the member or its agent, for payment, 1 or more evidences or records of transactions 
made by an access device; 
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shall, if the offense affects interstate or foreign commerce, be punished as provided in subsection 
(c) of this section. 
 
 (b)(1) Whoever attempts to commit an offense under subsection (a) of this section shall 
be subject to the same penalties as those prescribed for the offense attempted. 

 (2) Whoever is a party to a conspiracy of two or more persons to commit an 
offense under subsection (a) of this section, if any of the parties engages in any conduct 
in furtherance of such offense, shall be fined an amount not greater than the amount 
provided as the maximum fine for such offense under subsection (c) of this section or 
imprisoned not longer than one-half the period provided as the maximum imprisonment 
for such offense under subsection (c) of this section, or both. 
 

 (c) Penalties.— 
 (1) Generally.—The punishment for an offense under subsection (a) of this 
section is— 

 (A) in the case of an offense that does not occur after a conviction for 
another offense under this section— 

 (i) if the offense is under paragraph (1), (2), (3), (6), (7), or (10) of 
subsection (a), a fine under this title or imprisonment for not more than 10 
years, or both;  and 
 (ii) if the offense is under paragraph (4), (5), (8), or (9) of 
subsection (a), a fine under this title or imprisonment for not more than 15 
years, or both; 

 (B) in the case of an offense that occurs after a conviction for another 
offense under this section, a fine under this title or imprisonment for not more 
than 20 years, or both;  and 
 (C) in either case, forfeiture to the United States of any personal property 
used or intended to be used to commit the offense. 

 (2) Forfeiture procedure.—The forfeiture of property under this section, including 
any seizure and disposition of the property and any related administrative and judicial 
proceeding, shall be governed by section 413 of the Controlled Substances Act, except 
for subsection (d) of that section. 

 
 (d) The United States Secret Service shall, in addition to any other agency having such 
authority, have the authority to investigate offenses under this section.  Such authority of the 
United States Secret Service shall be exercised in accordance with an agreement which shall be 
entered into by the Secretary of the Treasury and the Attorney General. 
 
 (e) As used in this section— 

 (1) the term “access device” means any card, plate, code, account number, 
electronic serial number, mobile identification number, personal identification number, or 
other telecommunications service, equipment, or instrument identifier, or other means of 
account access that can be used, alone or in conjunction with another access device, to 
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obtain money, goods, services, or any other thing of value, or that can be used to initiate a 
transfer of funds (other than a transfer originated solely by paper instrument); 
 (2) the term “counterfeit access device” means any access device that is 
counterfeit, fictitious, altered, or forged, or an identifiable component of an access device 
or a counterfeit access device; 
 (3) the term “unauthorized access device” means any access device that is lost, 
stolen, expired, revoked, canceled, or obtained with intent to defraud; 
 (4) the term “produce” includes design, alter, authenticate, duplicate, or assemble; 
 (5) the term “traffic in” means to transport, transfer, or otherwise dispose of, to 
another, or to make, import, export, obtain control of, or possess, with intent to so 
transport, transfer, or otherwise dispose of; 
 (6) the term “device-making equipment” means any equipment, mechanism, or 
impression designed or primarily used for making an access device or a counterfeit 
access device; 
 (7) The term “credit card system member” means a financial institution or other 
entity that is a member of a credit card system, including an entity, whether affiliated 
with or identical to the credit card issuer, that is the sole member of a credit card system; 
 (8) the term “scanning receiver” means a device or apparatus that can be used to 
intercept a wire or electronic communication in violation of chapter 119 or to intercept an 
electronic serial number, mobile identification number, or other identifier of any 
telecommunications service, equipment, or instrument; 
 (9) the term “telecommunications service” has the meaning given such term in 
section 3 of title I of the Communications Act of 1934 (47 U.S.C. 153); 
 (10) the term “facilities-based carrier” means an entity that owns communications 
transmission facilities, is responsible for the operation and maintenance of those 
facilities, and holds an operating license issued by the Federal Communications 
Commission under the authority of title III of the Communications Act of 1934;  and 
 (11) the term “telecommunication identifying information” means electronic 
serial number or any other number or signal that identifies a specific telecommunications 
instrument or account, or a specific communication transmitted from a 
telecommunications instrument. 

 
 (f) This section does not prohibit any lawfully authorized investigative, protective, or 
intelligence activity of a law enforcement agency of the United States, a State, or a political 
subdivision of a State, or of an intelligence agency of the United States, or any activity 
authorized under chapter 224 of this title.  For purposes of this subsection, the term “State” 
includes a State of the United States, the District of Columbia, and any commonwealth, territory, 
or possession of the United States. 
 
 (g)(1) It is not a violation of subsection (a)(9) for an officer, employee, or agent of, or a 
person engaged in business with, a facilities-based carrier, to engage in conduct (other than 
trafficking) otherwise prohibited by that subsection for the purpose of protecting the property or 
legal rights of that carrier, unless such conduct is for the purpose of obtaining 
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telecommunications service provided by another facilities-based carrier without the authorization 
of such carrier. 

 (2) In a prosecution for a violation of subsection (a)(9), (other than a violation 
consisting of producing or trafficking) it is an affirmative defense (which the defendant 
must establish by a preponderance of the evidence) that the conduct charged was engaged 
in for research or development in connection with a lawful purpose. 
 

 (h) Any person who, outside the jurisdiction of the United States, engages in any act that, 
if committed within the jurisdiction of the United States, would constitute an offense under 
subsection (a) or (b) of this section, shall be subject to the fines, penalties, imprisonment, and 
forfeiture provided in this title if— 

 (1) the offense involves an access device issued, owned, managed, or controlled 
by a financial institution, account issuer, credit card system member, or other entity 
within the jurisdiction of the United States;  and 
 (2) the person transports, delivers, conveys, transfers to or through, or otherwise 
stores, secrets, or holds within the jurisdiction of the United States, any article used to 
assist in the commission of the offense or the proceeds of such offense or property 
derived therefrom.  

 
CREDIT(S) 
 
(Added Pub.L. 98-473, Title II, § 1602(a), Oct. 12, 1984, 98 Stat. 2183, and amended Pub.L. 99-
646, § 44(b), Nov. 10, 1986, 100 Stat. 3601;  Pub.L. 101-647, Title XII, § 1205(f), Nov. 29, 
1990, 104 Stat. 4831;  Pub.L. 103-322, Title XXV, § 250007, Title XXXIII, § 330016(2)(I), 
Sept. 13, 1994, 108 Stat. 2087, 2148;  Pub.L. 103-414, Title II, § 206, Oct. 25, 1994, 108 Stat. 
4291;  Pub.L. 104-294, Title VI, § 601(l), Oct. 11, 1996, 110 Stat. 3501;  Pub.L. 105-172, § 2(a) 
- (d), Apr. 24, 1998, 112 Stat. 53;  Pub.L. 107-56, Title III, § 377, Oct. 26, 2001, 115 Stat. 342;  
Pub.L. 107-273, Div. B, Title IV, § 4002(b)(11), Nov. 2, 2002, 116 Stat. 1808.) 
 
 

UNITED STATES CODE ANNOTATED 
TITLE 18. CRIMES AND CRIMINAL PROCEDURE 

PART I—CRIMES 
CHAPTER 90—PROTECTION OF TRADE SECRETS 

 
Current through P.L. 109-94 approved Oct. 26, 2005 

 
§ 1834. Criminal forfeiture 
 
 Forfeiture, destruction, and restitution relating to this chapter shall be subject to section 
2323, to the extent provided in that section[, in addition to any other similar remedies provided 
by law]. 
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(a) The court, in imposing sentence on a person for a violation of this chapter, shall order, 
in addition to any other sentence imposed, that the person forfeit to the United States— 

 (1) any property constituting, or derived from, any proceeds the person obtained, 
directly or indirectly, as the result of such violation;  and 
 (2) any of the person's property used, or intended to be used, in any manner or 
part, to commit or facilitate the commission of such violation, if the court in its discretion 
so determines, taking into consideration the nature, scope, and proportionality of the use 
of the property in the offense. 

 
 (b) Property subject to forfeiture under this section, any seizure and disposition thereof, 
and any administrative or judicial proceeding in relation thereto, shall be governed by section 
413 of the Comprehensive Drug Abuse Prevention and Control Act of 1970 (21 U.S.C. 853), 
except for subsections (d) and (j) of such section, which shall not apply to forfeitures under this 
section.  
 
CREDIT(S) 
 
(Added Pub.L. 104-294, Title I, § 101(a), Oct. 11, 1996, 110 Stat. 3489.) 
 
 

UNITED STATES CODE ANNOTATED 
TITLE 18. CRIMES AND CRIMINAL PROCEDURE 

PART I—CRIMES 
CHAPTER 113—STOLEN PROPERTY 

 
Current through P.L. 109-94 approved Oct. 26, 2005 

 
§ 2318. Trafficking in counterfeit labels, illicit labels, or counterfeit documentation or 
packaging 
 
 (a)(1) Whoever, in any of the circumstances described in subsection (c), knowingly 
traffics in— 

 (1)(A) a counterfeit label or illicit label affixed to, enclosing, or accompanying, or 
designed to be affixed to, enclose, or accompany— 

 (A)(i) a phonorecord; 
 (B)(ii) a copy of a computer program; 
 (C)(iii) a copy of a motion picture or other audiovisual work; 
 (D)(iv) a copy of a literary work; 
 (E)(v) a copy of a pictorial, graphic, or sculptural work; 
 (F)(vi) a work of visual art;  or 
 (G)(vii) documentation or packaging;  or 

 (2)(B) counterfeit documentation or packaging, 
shall be fined under this title or imprisoned for not more than 5 10 years, or both. 



 
 
 

25 
~WASH1:4791362.v1   

(2) Whoever is convicted of an offense under paragraph (1), having previously 
been convicted of a [felony] offense under this section, under section 1204(a) of title 17, 
or section 2319, 2319A, or 2319B of this title, shall be imprisoned not more than 20 
years, fined under this title, or both. 

 
 (b) As used in this section— 

 (1) the term “counterfeit label” means an identifying label or container that 
appears to be genuine, but is not; 
 (2) the term “traffic” means to transport, transfer or otherwise dispose of, to 
another, as consideration for anything of value or to make or obtain control of with intent 
to so transport, transfer or dispose of; 
 (3) the terms “copy”, “phonorecord”, “motion picture”, “computer program”, and 
“audiovisual work”, “literary work”, “pictorial, graphic, or sculptural work”, “sound 
recording”, “work of visual art”, and “copyright owner” have, respectively, the meanings 
given those terms in section 101 (relating to definitions) of title 17; 
 (4) the term “illicit label” means a genuine certificate, licensing document, 
registration card, or similar labeling component— 

 (A) that is used by the copyright owner to verify that a phonorecord, a 
copy of a computer program, a copy of a motion picture or other audiovisual 
work, a copy of a literary work, a copy of a pictorial, graphic, or sculptural work, 
a work of visual art, or documentation or packaging is not counterfeit or 
infringing of any copyright;  and 
 (B) that is, without the authorization of the copyright owner— 

 (i) distributed or intended for distribution not in connection with 
the copy, phonorecord, or work of visual art to which such labeling 
component was intended to be affixed by the respective copyright owner;  
or 
 (ii) in connection with a genuine certificate or licensing document, 
knowingly falsified in order to designate a higher number of licensed users 
or copies than authorized by the copyright owner, unless that certificate or 
document is used by the copyright owner solely for the purpose of 
monitoring or tracking the copyright owner's distribution channel and not 
for the purpose of verifying that a copy or phonorecord is noninfringing; 

 (5) the term “documentation or packaging” means documentation or packaging, in 
physical form, for a phonorecord, copy of a computer program, copy of a motion picture 
or other audiovisual work, copy of a literary work, copy of a pictorial, graphic, or 
sculptural work, or work of visual art;  and 
 (6) the term “counterfeit documentation or packaging” means documentation or 
packaging that appears to be genuine, but is not. 
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 (c) The circumstances referred to in subsection (a) of this section are— 
 (1) the offense is committed within the special maritime and territorial jurisdiction 
of the United States;  or within the special aircraft jurisdiction of the United States (as 
defined in section 46501 of title 49); 
 (2) the mail or a facility of interstate or foreign commerce is used or intended to 
be used in the commission of the offense; 
 (3) the counterfeit label or illicit label is affixed to, encloses, or accompanies, or is 
designed to be affixed to, enclose, or accompany— 

 (A) a phonorecord of a copyrighted sound recording or copyrighted 
musical work; 
 (B) a copy of a copyrighted computer program; 
 (C) a copy of a copyrighted motion picture or other audiovisual work; 
 (D) a copy of a literary work; 
 (E) a copy of a pictorial, graphic, or sculptural work; 
 (F) a work of visual art;  or 
 (G) copyrighted documentation or packaging;  or 

 (4) the counterfeited documentation or packaging is copyrighted. 
 
 (d) Forfeiture and Destruction of Property; Restitution.—Forfeiture, destruction, and 
restitution relating to this section shall be subject to section 2323, to the extent provided in that 
section[, in addition to any other similar remedies provided by law]. 
 
When any person is convicted of any violation of subsection (a), the court in its judgment of 
conviction shall in addition to the penalty therein prescribed, order the forfeiture and destruction 
or other disposition of all counterfeit labels or illicit labels and all articles to which counterfeit 
labels or illicit labels have been affixed or which were intended to have had such labels affixed, 
and of any equipment, device, or material used to manufacture, reproduce, or assemble the 
counterfeit labels or illicit labels. 
 

(e) Except to the extent they are inconsistent with the provisions of this title, all 
provisions of section 509, title 17, United States Code, are applicable to violations of subsection 
(a). 
 
 (f) (e)Civil remedies.— 

 (1) In general.—Any copyright owner who is injured, or is threatened with injury, 
by a violation of subsection (a) may bring a civil action in an appropriate United States 
district court. 
 (2) Discretion of court.—In any action brought under paragraph (1), the court— 

 (A) may grant 1 or more temporary or permanent injunctions on such 
terms as the court determines to be reasonable to prevent or restrain a violation of 
subsection (a); 
 (B) at any time while the action is pending, may order the impounding, on 
such terms as the court determines to be reasonable, of any article that is in the 
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custody or control of the alleged violator and that the court has reasonable cause 
to believe was involved in a violation of subsection (a);  and 
 (C) may award to the injured party— 

 (i) reasonable attorney fees and costs;  and 
 (ii)(I) actual damages and any additional profits of the violator, as 
provided in paragraph (3);  or 

 (II) statutory damages, as provided in paragraph (4). 
 (3) Actual damages and profits.— 

 (A) In general.—The injured party is entitled to recover— 
 (i) the actual damages suffered by the injured party as a result of a 
violation of subsection (a), as provided in subparagraph (B) of this 
paragraph;  and 
 (ii) any profits of the violator that are attributable to a violation of 
subsection (a) and are not taken into account in computing the actual 
damages. 

 (B) Calculation of damages.—The court shall calculate actual damages by 
multiplying— 

 (i) the value of the phonorecords, copies, or works of visual art 
which are, or are intended to be, affixed with, enclosed in, or accompanied 
by any counterfeit labels, illicit labels, or counterfeit documentation or 
packaging, by 
 (ii) the number of phonorecords, copies, or works of visual art 
which are, or are intended to be, affixed with, enclosed in, or accompanied 
by any counterfeit labels, illicit labels, or counterfeit documentation or 
packaging. 

 (C) Definition.—For purposes of this paragraph, the “value” of a 
phonorecord, copy, or work of visual art is— 

 (i) in the case of a copyrighted sound recording or copyrighted 
musical work, the retail value of an authorized phonorecord of that sound 
recording or musical work; 
 (ii) in the case of a copyrighted computer program, the retail value 
of an authorized copy of that computer program; 
 (iii) in the case of a copyrighted motion picture or other 
audiovisual work, the retail value of an authorized copy of that motion 
picture or audiovisual work; 
 (iv) in the case of a copyrighted literary work, the retail value of an 
authorized copy of that literary work; 
 (v) in the case of a pictorial, graphic, or sculptural work, the retail 
value of an authorized copy of that work;  and 
 (vi) in the case of a work of visual art, the retail value of that work. 

 (4) Statutory damages.—The injured party may elect, at any time before final 
judgment is rendered, to recover, instead of actual damages and profits, an award of 
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statutory damages for each violation of subsection (a) in a sum of not less than $2,500 or 
more than $25,000, as the court considers appropriate. 
 (5) Subsequent violation.—The court may increase an award of damages under 
this subsection by 3 times the amount that would otherwise be awarded, as the court 
considers appropriate, if the court finds that a person has subsequently violated 
subsection (a) within 3 years after a final judgment was entered against that person for a 
violation of that subsection. 
 (6) Limitation on actions.—A civil action may not be commenced under section 
unless it is commenced within 3 years after the date on which the claimant discovers the 
violation of subsection (a).  

 
CREDIT(S) 
 
(Added Pub.L. 87-773, § 1, Oct. 9, 1962, 76 Stat. 775, and amended Pub.L. 93-573, Title I, § 
103, Dec. 31, 1974, 88 Stat. 1873;  Pub.L. 94-553, Title I, § 111, Oct. 19, 1976, 90 Stat. 2600;  
Pub.L. 97-180, § 2, May 24, 1982, 96 Stat. 91;  Pub.L. 101-647, Title XXXV, § 3567, Nov. 29, 
1990, 104 Stat. 4928;  Pub.L. 103-272, § 5(e)(10), July 5, 1994, 108 Stat. 1374;  Pub.L. 103-322, 
Title XXXIII, § 330016(1)(U), Sept. 13, 1994, 108 Stat. 2148;  Pub.L. 104-153, § 4(a), (b)(1), 
July 2, 1996, 110 Stat. 1386, 1387;  Pub.L. 108-482, Title I, § 102(a), (b), Dec. 23, 2004, 118 
Stat. 3912, 3914.) 
 
 
§ 2319. Criminal infringement of a copyright 
 
 (a) Any person who violates section 506(a) (relating to criminal offenses) of title 17 shall 
be punished as provided in subsections (b), (c), and (d) and such penalties shall be in addition to 
any other provisions of title 17 or any other law. 
 
 (b) Any person who commits an offense under section 506(a)(1)(A) of title 17— 

 (1) shall be imprisoned not more than 5 10 years, or fined in the amount set forth 
in this title, or both, if the offense consists of the reproduction or distribution, including 
by electronic means, during any 180-day period, of at least 10 copies or phonorecords, of 
1 or more copyrighted works, which have a total retail value of more than $2,500; 
 (2) shall be imprisoned not more than 10 20 years, or fined in the amount set forth 
in this title, or both, if the offense was committed after a prior felony conviction is a 
second or subsequent offense under paragraph (1)this section, under section 1204(a) of 
title 17, or under section 2318, 2319A, or 2319B of this title;  and 
 (3) shall be imprisoned not more than 1 year, or fined in the amount set forth in 
this title, or both, in any other case. 

 
 (c) Any person who commits an offense under section 506(a)(1)(B) of title 17— 

 (1) shall be imprisoned not more than 3 10 years, or fined in the amount set forth 
in this title, or both, if the offense consists of the reproduction or distribution of 10 or 
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more copies or phonorecords of 1 or more copyrighted works, which have a total retail 
value of $2,500 or more; 
 (2) shall be imprisoned not more than 6 20 years, or fined in the amount set forth 
in this title, or both, if the offense was committed after a prior felony conviction is a 
second or subsequent offense under this section, under section 1204(a) of title 17, or 
under section 2318, 2319A, or 2319B of this titleparagraph (1);  and 
 (3) shall be imprisoned not more than 1 year, or fined in the amount set forth in 
this title, or both, if the offense consists of the reproduction or distribution of 1 or more 
copies or phonorecords of 1 or more copyrighted works, which have a total retail value of 
more than $1,000. 

 
 (d) Any person who commits an offense under section 506(a)(1)(C) of title 17— 

 (1) shall be imprisoned not more than 3 years, fined under this title, or both; 
 (2) shall be imprisoned not more than 5 years, fined under this title, or both, if the 
offense was committed for purposes of commercial advantage or private financial gain; 
 (3) shall be imprisoned not more than 6 years, fined under this title, or both, if the 
offense is a second or subsequent offense;  and 
 (4) shall be imprisoned not more than 10 years, fined under this title, or both, if 
the offense is a second or subsequent offense under paragraph (2). 

 
 (e)(1) During preparation of the presentence report pursuant to Rule 32(c) of the Federal 
Rules of Criminal Procedure, victims of the offense shall be permitted to submit, and the 
probation officer shall receive, a victim impact statement that identifies the victim of the offense 
and the extent and scope of the injury and loss suffered by the victim, including the estimated 
economic impact of the offense on that victim. 

 (2) Persons permitted to submit victim impact statements shall include— 
 (A) producers and sellers of legitimate works affected by conduct involved 
in the offense; 
 (B) holders of intellectual property rights in such works;  and 
 (C) the legal representatives of such producers, sellers, and holders. 

 
 (f) As used in this section— 

 (1) the terms “phonorecord” and “copies” have, respectively, the meanings set 
forth in section 101 (relating to definitions) of title 17; 
 (2) the terms “reproduction” and “distribution” refer to the exclusive rights of a 
copyright owner under clauses (1) and (3) respectively of section 106 (relating to 
exclusive rights in copyrighted works), as limited by sections 107 through 122, of title 
17; 
 (3) the term “financial gain” has the meaning given the term in section 101 of title 
17;  and 
 (4) the term “work being prepared for commercial distribution” has the meaning 
given the term in section 506(a) of title 17.  
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CREDIT(S) 
 
(Added Pub.L. 97-180, § 3, May 24, 1982, 96 Stat. 92, and amended Pub.L. 102-561, Oct. 28, 
1992, 106 Stat. 4233;  Pub.L. 105-80, § 12(b)(2), Nov. 13, 1997, 111 Stat. 1536;  Pub.L. 105-
147, §§ 2(d), Dec. 16, 1997, 111 Stat. 2678;  Pub.L. 107-273, Div. C, Title III, § 13211(a), Nov. 
2, 2002, 116 Stat. 1910;  Pub.L. 109-9, Title I, § 103(b), Apr. 27, 2005, 119 Stat. 220.) 
 
 
§ 2319A. Unauthorized fixation of and trafficking in sound recordings and music videos of 
live musical performances 
 
 (a) Offense.—(1) Whoever, without the consent of the performer or performers involved, 
knowingly and for purposes of commercial advantage or private financial gain— 

 (1)(A) fixes the sounds or sounds and images of a live musical 
performance in a copy or phonorecord, or reproduces copies or phonorecords of 
such a performance from an unauthorized fixation; 
 (2)(B) transmits or otherwise communicates to the public the sounds or 
sounds and images of a live musical performance;  or 
 (3)(C) distributes or offers to distribute, sells or offers to sell, rents or 
offers to rent, or traffics in any copy or phonorecord fixed as described in 
paragraph (1)subparagraph (A), regardless of whether the fixations occurred in 
the United States; 

shall be imprisoned for not more than 5 10 years or fined in the amount set forth in this 
title, or both, or if the offense is a second or subsequent offense, shall be imprisoned for 
not more than 10 years or fined in the amount set forth in this title, or both. 

(2) Whoever is convicted of an offense under paragraph (1), having previously 
been convicted of a [felony] offense under paragraph (1), under section 1204(a) of title 
17, or under section 2318, 2319, or 2319B of this title, shall be imprisoned not more than 
20 years, fined under this title, or both. 

 
 (b) Forfeiture and destruction of Property; Restitution.—Forfeiture, destruction, and 
restitution relating to this section shall be subject to section 2323, to the extent provided in that 
section[, in addition to any other similar remedies provided by law]. 
 
When a person is convicted of a violation of subsection (a), the court shall order the forfeiture 
and destruction of any copies or phonorecords created in violation thereof, as well as any plates, 
molds, matrices, masters, tapes, and film negatives by means of which such copies or 
phonorecords may be made.  The court may also, in its discretion, order the forfeiture and 
destruction of any other equipment by means of which such copies or phonorecords may be 
reproduced, taking into account the nature, scope, and proportionality of the use of the 
equipment in the offense. 
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 (c) Seizure and forfeiture.—If copies or phonorecords of sounds or sounds and images of 
a live musical performance are fixed outside of the United States without the consent of the 
performer or performers involved, such copies or phonorecords are subject to seizure and 
forfeiture in the United States in the same manner as property imported in violation of the 
customs laws.  The Secretary of the Treasury shall, not later than 60 days after the date of the 
enactment of the Uruguay Round Agreements Act, issue regulations to carry out this subsection, 
including regulations by which any performer may, upon payment of a specified fee, be entitled 
to notification by the United States Customs Service of the importation of copies or 
phonorecords that appear to consist of unauthorized fixations of the sounds or sounds and images 
of a live musical performance. 
 
 (d)(c) Victim impact statement.—(1) During preparation of the presentence report 
pursuant to Rule 32(c) of the Federal Rules of Criminal Procedure, victims of the offense shall 
be permitted to submit, and the probation officer shall receive, a victim impact statement that 
identifies the victim of the offense and the extent and scope of the injury and loss suffered by the 
victim, including the estimated economic impact of the offense on that victim. 

 (2) Persons permitted to submit victim impact statements shall include— 
 (A) producers and sellers of legitimate works affected by conduct involved 
in the offense; 
 (B) holders of intellectual property rights in such works;  and 
 (C) the legal representatives of such producers, sellers, and holders. 

 
 (e)(d) Definitions.—As used in this section— 

 (1) the terms “copy”, “fixed”, “musical work”, “phonorecord”, “reproduce”, 
“sound recordings”, and “transmit” mean those terms within the meaning of title 17;  and 
 (2) the term “traffic in” means transport, transfer, or otherwise dispose of, to 
another, as consideration for anything of value, or make or obtain control of with intent to 
transport, transfer, or dispose of. 

 
 (f)(e) Applicability.—This section shall apply to any Act or Acts that occur on or after 
the date of the enactment of the Uruguay Round Agreements Act. 
 
CREDIT(S) 
 
(Added Pub.L. 103-465, Title V, § 513(a), Dec. 8, 1994, 108 Stat. 4974;  Pub.L. 105-147, § 2(e), 
Dec. 16, 1997, 111 Stat. 2679.) 
 
 
§ 2319B. Unauthorized recording of Motion pictures in a Motion picture exhibition facility 
 
 (a) Offense.—(1) Any person who, without the authorization of the copyright owner, 
knowingly uses or attempts to use an audiovisual recording device to transmit or make a copy of 
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a motion picture or other audiovisual work protected under title 17, or any part thereof, from a 
performance of such work in a motion picture exhibition facility, shall— 
  (1) be imprisoned for not more than 3 10 years, or fined under this title, or both;  
or 

 (2) if the offense is a second or subsequent offense, be imprisoned for no more 
than 6 years, fined under this title, or both. 
 

(2) Whoever is convicted of an offense under paragraph (1), having previously 
been convicted of a [felony] offense under paragraph (1), under section 1204(a) of title 
17, or under section 2318, 2319, or 2319A of this title, shall be imprisoned not more than 
20 years, fined under this title, or both. 
 

(3) The possession by a person of an audiovisual recording device in a motion 
picture exhibition facility may be considered as evidence in any proceeding to determine 
whether that person committed an offense under this subsection, but shall not, by itself, 
be sufficient to support a conviction of that person for such offense. 

 
 (b) Forfeiture and destruction of Property; Restitution.—Forfeiture, destruction, and 
restitution relating to this section shall be subject to section 2323, to the extent provided in that 
section[, in addition to any other similar remedies provided by law]. 
 
When a person is convicted of a violation of subsection (a), the court in its judgment of 
conviction shall, in addition to any penalty provided, order the forfeiture and destruction or other 
disposition of all unauthorized copies of motion pictures or other audiovisual works protected 
under title 17, or parts thereof, and any audiovisual recording devices or other equipment used in 
connection with the offense. 
 
 (c) Authorized activities.—This section does not prevent any lawfully authorized 
investigative, protective, or intelligence activity by an officer, agent, or employee of the United 
States, a State, or a political subdivision of a State, or by a person acting under a contract with 
the United States, a State, or a political subdivision of a State. 
 
 (d) Immunity for theaters.—With reasonable cause, the owner or lessee of a motion 
picture exhibition facility where a motion picture or other audiovisual work is being exhibited, 
the authorized agent or employee of such owner or lessee, the licensor of the motion picture or 
other audiovisual work being exhibited, or the agent or employee of such licensor— 

 (1) may detain, in a reasonable manner and for a reasonable time, any person 
suspected of a violation of this section with respect to that motion picture or audiovisual 
work for the purpose of questioning or summoning a law enforcement officer;  and 
 (2) shall not be held liable in any civil or criminal action arising out of a detention 
under paragraph (1). 
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 (e) Victim impact statement.— 
 (1) In general.—During the preparation of the presentence report under rule 32(c) 
of the Federal Rules of Criminal Procedure, victims of an offense under this section shall 
be permitted to submit to the probation officer a victim impact statement that identifies 
the victim of the offense and the extent and scope of the injury and loss suffered by the 
victim, including the estimated economic impact of the offense on that victim. 
 (2) Contents.—A victim impact statement submitted under this subsection shall 
include— 

 (A) producers and sellers of legitimate works affected by conduct involved 
in the offense; 
 (B) holders of intellectual property rights in the works described in 
subparagraph (A);  and 
 (C) the legal representatives of such producers, sellers, and holders. 

 
 (f) State law not preempted.—Nothing in this section may be construed to annul or limit 
any rights or remedies under the laws of any State. 
 
 (g) Definitions.—In this section, the following definitions shall apply: 

 (1) Title 17 definitions.—The terms “audiovisual work”, “copy”, “copyright 
owner”, “motion picture”, “motion picture exhibition facility”, and “transmit” have, 
respectively, the meanings given those terms in section 101 of title 17. 
 (2) Audiovisual recording device.—The term “audiovisual recording device” 
means a digital or analog photographic or video camera, or any other technology or 
device capable of enabling the recording or transmission of a copyrighted motion picture 
or other audiovisual work, or any part thereof, regardless of whether audiovisual 
recording is the sole or primary purpose of the device. 

 
CREDIT(S) 
 
(Added Pub.L. 109-9, Title I, § 102(a), Apr. 27, 2005, 119 Stat. 218.) 
 
 
§ 2320. Trafficking in counterfeit goods or services 
 
 (a) OFFENSES.— 

(1) IN GENERAL.—Whoever intentionally traffics or attempts to traffic in goods or 
services and knowingly uses a counterfeit mark on or in connection with such goods or 
services shall, if an individual, be fined not more than $2,000,000 or imprisoned not more 
than 10 20 years, or both, and, if a person other than an individual, be fined not more than 
$5,000,000.  In the case of an offense by a person under this section that occurs after that 
person is convicted of another offense under this section, the person convicted, if an 
individual, shall be fined not more than $5,000,000 or imprisoned not more than 20 30 
years, or both, and if other than an individual, shall be fined not more than $15,000,000. 
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(2) SERIOUS BODILY HARM OR DEATH.— 

(A) If the offender knowingly or recklessly causes or attempts to cause 
serious bodily injury from conduct in violation of paragraph (1), the penalty shall 
be a fine under this title or imprisonment for not more than 30 years, or both.  

(B) If the offender knowingly or recklessly causes or attempts to cause 
death from conduct in violation of paragraph (1), the penalty shall be a fine under 
this title or imprisonment for any term of years or for life, or both. 

 
 (b) Forfeiture and destruction of Property; Restitution.—Forfeiture, destruction, and 
restitution relating to this section shall be subject to section 2323, to the extent provided in that 
section[, in addition to any other similar remedies provided by law]. 
 
Upon a determination by a preponderance of the evidence that any articles in the possession of a 
defendant in a prosecution under this section bear counterfeit marks, the United States may 
obtain an order for the destruction of such articles. 
 
 (c) All defenses, affirmative defenses, and limitations on remedies that would be 
applicable in an action under the Lanham Act shall be applicable in a prosecution under this 
section.  In a prosecution under this section, the defendant shall have the burden of proof, by a 
preponderance of the evidence, of any such affirmative defense. 
 
 (d)(1) During preparation of the presentence report pursuant to Rule 32(c) of the Federal 
Rules of Criminal Procedure, victims of the offense shall be permitted to submit, and the 
probation officer shall receive, a victim impact statement that identifies the victim of the offense 
and the extent and scope of the injury and loss suffered by the victim, including the estimated 
economic impact of the offense on that victim. 

 (2) Persons permitted to submit victim impact statements shall include— 
 (A) producers and sellers of legitimate goods or services affected by 
conduct involved in the offense; 
 (B) holders of intellectual property rights in such goods or services;  and 
 (C) the legal representatives of such producers, sellers, and holders. 

 
 (e) For the purposes of this section— 

 (1) the term “counterfeit mark” means— 
 (A) a spurious mark— 

 (i) that is used in connection with trafficking in goods or services; 
 (ii) that is identical with, or substantially indistinguishable from, a 
mark registered for those goods or services on the principal register in the 
United States Patent and Trademark Office and in use, whether or not the 
defendant knew such mark was so registered;  and 
 (iii) the use of which is likely to cause confusion, to cause mistake, 
or to deceive;  or 



 
 
 

35 
~WASH1:4791362.v1   

 (B) a spurious designation that is identical with, or substantially 
indistinguishable from, a designation as to which the remedies of the Lanham Act 
are made available by reason of section 220506 of title 36; 

but such term does not include any mark or designation used in connection with goods or 
services of which the manufacturer or producer was, at the time of the manufacture or 
production in question authorized to use the mark or designation for the type of goods or 
services so manufactured or produced, by the holder of the right to use such mark or 
designation; 
 (2) the term “traffic” means transport, transfer, or otherwise dispose of, to 
another, as consideration for anything of value, or make or obtain control of with intent 
so to transport, transfer, or dispose of;  and 
 (3) the term “Lanham Act” means the Act entitled “An Act to provide for the 
registration and protection of trademarks used in commerce, to carry out the provisions of 
certain international conventions, and for other purposes”, approved July 5, 1946 (15 
U.S.C. 1051 et seq.). 

 
 (f)(1) Beginning with the first year after the date of enactment of this subsection, the 
Attorney General shall include in the report of the Attorney General to Congress on the business 
of the Department of Justice prepared pursuant to section 522 of title 28, an accounting, on a 
district by district basis, of the following with respect to all actions taken by the Department of 
Justice that involve trafficking in counterfeit labels for phonorecords, copies of computer 
programs or computer program documentation or packaging, copies of motion pictures or other 
audiovisual works (as defined in section 2318 of this title), criminal infringement of copyrights 
(as defined in section 2319 of this title), unauthorized fixation of and trafficking in sound 
recordings and music videos of live musical performances (as defined in section 2319A of this 
title), or trafficking in goods or services bearing counterfeit marks (as defined in section 2320 of 
this title): 

 (A) The number of open investigations. 
 (B) The number of cases referred by the United States Customs Service. 
 (C) The number of cases referred by other agencies or sources. 
 (D) The number and outcome, including settlements, sentences, 
recoveries, and penalties, of all prosecutions brought under sections 2318, 2319, 
2319A, and 2320 of this title. 

 (2)(A) The report under paragraph (1), with respect to criminal infringement of 
copyright, shall include the following: 

 (i) The number of infringement cases in these categories:  
audiovisual (videos and films);  audio (sound recordings);  literary works 
(books and musical compositions);  computer programs;  video games;  
and, others. 
 (ii) The number of online infringement cases. 
 (iii) The number and dollar amounts of fines assessed in specific 
categories of dollar amounts.  These categories shall be:  no fines ordered;  
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fines under $500;  fines from $500 to $1,000;  fines from $1,000 to 
$5,000;  fines from $5,000 to $10,000;  and fines over $10,000. 
 (iv) The total amount of restitution ordered in all copyright 
infringement cases. 

 (B) In this paragraph, the term “online infringement cases” as used in 
paragraph (2) means those cases where the infringer— 

 (i) advertised or publicized the infringing work on the Internet;  or 
 (ii) made the infringing work available on the Internet for 
download, reproduction, performance, or distribution by other persons. 

 (C) The information required under subparagraph (A) shall be submitted 
in the report required in fiscal year 2005 and thereafter.  

 
CREDIT(S) 
 
(Added Pub.L. 98-473, Title II, § 1502(a), Oct. 12, 1984, 98 Stat. 2178, and amended Pub.L. 
103-322, Title XXXII, § 320104(a), Title XXXIII, § 330016(1)(U), Sept. 13, 1994, 108 Stat. 
2110, 2148;  Pub.L. 104-153, § 5, July 2, 1996, 110 Stat. 1387;  Pub.L. 105-147, § 2(f), Dec. 16, 
1997, 111 Stat. 2679;  Pub.L. 105-225, § 4(b), Aug. 12, 1998, 112 Stat. 1499;  Pub.L. 105-354, § 
2(c), Nov. 3, 1998, 112 Stat. 3244;  Pub.L. 107-140, § 1, Feb. 8, 2002, 116 Stat. 12;  Pub.L. 107-
273, Div. A, Title II, § 205(e), Nov. 2, 2002, 116 Stat. 1778.) 
 
 

* * * 
 
ADD THE FOLLOWING NEW SECTION AT END OF CHAPTER 113, TITLE 18, U.S.C.: 
 
§ 2323. Forfeiture, destruction, and restitution 
 

(a) CIVIL FORFEITURE.— 
(1) PROPERTY SUBJECT TO FORFEITURE.—The following property is 

subject to forfeiture to the United States:  
(A) Any infringing, counterfeit, illicit, or misappropriated article involved 

in an offense under section 506 or 1204 of title 17, or section 2318, 2319, 2319A, 
2319B, or 2320, or chapter 90, of this title, or any article the making or trafficking 
of which is prohibited by any such section or chapter. 

(B) Any property used, or intended to be used, in any manner or part to 
commit or facilitate the commission of an offense referred to in subparagraph (A). 

(C) Any property constituting or derived from any proceeds obtained 
directly or indirectly as a result of the commission of an offense referred to in 
subparagraph (A). 
(2) PROCEDURES.—The provisions of chapter 46 relating to civil forfeitures 

shall extend to any civil forfeiture under this section. At the conclusion of the forfeiture 
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proceedings, the court shall order that any property forfeited under paragraph (1) be 
destroyed, or otherwise disposed of according to law. 

 
(b) CRIMINAL FORFEITURE.— 

(1) PROPERTY SUBJECT TO FORFEITURE.—The court, in imposing sentence 
on a person convicted of an offense under section 506 or 1204 of title 17, or section 2318, 
2319, 2319A, 2319B, or 2320, or chapter 90, of this title, shall order, in addition to any 
other sentence imposed, that the person forfeit to the United States any property subject 
to forfeiture under subsection (a) for that offense. 

(2) PROCEDURES.— 
(A) IN GENERAL.—The forfeiture of property under paragraph (1), 

including any seizure and disposition of the property and any related judicial or 
administrative proceeding, shall be governed by the procedures set forth in  
section 413 of the Comprehensive Drug Abuse Prevention and Control Act of 
1970 (21 U.S.C. 853), other than subsection (d) of that section. 

(B) DESTRUCTION.—At the conclusion of the forfeiture proceedings, 
the court— 

(i) shall order the destruction of any forfeited article or component 
of an article bearing or consisting of a counterfeit mark; and 

(ii) shall order the destruction or other lawful disposition of any 
infringing items or other property described in subsection (a)(1)(A) and 
forfeited under paragraph (1) of this subsection. 

 
(c) RESTITUTION.—When a person is convicted of an offense under section 506 or 

1204 of title 17 or section 2318, 2319, 2319A, 2319B, or 2320, or chapter 90, of this title, the 
court, pursuant to section 3556 of this title, shall order the person to pay restitution to any victim 
of the offense as an offense against property referred to in section 3663A(c)(1)(A)(ii) of this title. 
 

* * * 
 
 

UNITED STATES CODE ANNOTATED 
TITLE 18. CRIMES AND CRIMINAL PROCEDURE 

PART I—CRIMES 
CHAPTER 119—WIRE AND ELECTRONIC COMMUNICATIONS INTERCEPTION AND 

INTERCEPTION OF ORAL COMMUNICATIONS 
 

Current through P.L. 109-94 approved Oct. 26, 2005 
 
§ 2516. Authorization for interception of wire, oral, or electronic communications 
 
 (1) The Attorney General, Deputy Attorney General, Associate Attorney General, or any 
Assistant Attorney General, any acting Assistant Attorney General, or any Deputy Assistant 
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Attorney General or acting Deputy Assistant Attorney General in the Criminal Division specially 
designated by the Attorney General, may authorize an application to a Federal judge of 
competent jurisdiction for, and such judge may grant in conformity with section 2518 of this 
chapter an order authorizing or approving the interception of wire or oral communications by the 
Federal Bureau of Investigation, or a Federal agency having responsibility for the investigation 
of the offense as to which the application is made, when such interception may provide or has 
provided evidence of— 
 

 (a) any offense punishable by death or by imprisonment for more than one year 
under sections 2122 and 2274 through 2277 of title 42 of the United States Code (relating 
to the enforcement of the Atomic Energy Act of 1954), section 2284 of title 42 of the 
United States Code (relating to sabotage of nuclear facilities or fuel), or under the 
following chapters of this title:  chapter 37 (relating to espionage), chapter 55 (relating to 
kidnapping), chapter 90 (relating to protection of trade secrets), chapter 105 (relating to 
sabotage), chapter 115 (relating to treason), chapter 102 (relating to riots), chapter 65 
(relating to malicious mischief), chapter 111 (relating to destruction of vessels), or 
chapter 81 (relating to piracy); 
 
 (b) a violation of section 186 or section 501(c) of title 29, United States Code 
(dealing with restrictions on payments and loans to labor organizations), or any offense 
which involves murder, kidnapping, robbery, or extortion, and which is punishable under 
this title; 
 

 (c) any offense which is punishable under the following sections of this title:  section 201 
(bribery of public officials and witnesses), section 215 (relating to bribery of bank officials), 
section 224 (bribery in sporting contests), subsection (d), (e), (f), (g), (h), or (i) of section 844 
(unlawful use of explosives), section 1032 (relating to concealment of assets), section 1084 
(transmission of wagering information), section 751 (relating to escape), section 1014 (relating to 
loans and credit applications generally;  renewals and discounts), sections 1503, 1512, and 1513 
(influencing or injuring an officer, juror, or witness generally), section 1510 (obstruction of 
criminal investigations), section 1511 (obstruction of State or local law enforcement), section 
1591 (sex trafficking of children by force, fraud, or coercion), section 1751 (Presidential and 
Presidential staff assassination, kidnapping, and assault), section 1831 (economic espionage), 
section 1832 (theft of trade secrets), section 1951 (interference with commerce by threats or 
violence), section 1952 (interstate and foreign travel or transportation in aid of racketeering 
enterprises), section 1958 (relating to use of interstate commerce facilities in the commission of 
murder for hire), section 1959 (relating to violent crimes in aid of racketeering activity), section 
1954 (offer, acceptance, or solicitation to influence operations of employee benefit plan), section 
1955 (prohibition of business enterprises of gambling), section 1956 (laundering of monetary 
instruments), section 1957 (relating to engaging in monetary transactions in property derived 
from specified unlawful activity), section 659 (theft from interstate shipment), section 664 
(embezzlement from pension and welfare funds), section 1343 (fraud by wire, radio, or 
television), section 1344 (relating to bank fraud), sections 2251 and 2252 (sexual exploitation of 



 
 
 

39 
~WASH1:4791362.v1   

children), section 2251A (selling or buying of children), section 2252A (relating to material 
constituting or containing child pornography), section 1466A (relating to child obscenity), 
section 2260 (production of sexually explicit depictions of a minor for importation into the 
United States), section 2318 (trafficking in counterfeit labels, illicit labels, or counterfeit 
documentation or packaging), section 2319 (criminal infringement of a copyright), section 
2319A (unauthorized fixation of and trafficking in sound recordings and music videos of live 
musical performances), section 2320 (trafficking in counterfeit goods or services), sections 2421, 
2422, 2423, and 2425 (relating to transportation for illegal sexual activity and related crimes), 
sections 2312, 2313, 2314, and 2315 (interstate transportation of stolen property), section 2321 
(relating to trafficking in certain motor vehicles or motor vehicle parts), section 1203 (relating to 
hostage taking), section 1029 (relating to fraud and related activity in connection with access 
devices), section 3146 (relating to penalty for failure to appear), section 3521(b)(3) (relating to 
witness relocation and assistance), section 32 (relating to destruction of aircraft or aircraft 
facilities), section 38 (relating to aircraft parts fraud), section 1963 (violations with respect to 
racketeer influenced and corrupt organizations), section 115 (relating to threatening or retaliating 
against a Federal official), section 1341 (relating to mail fraud), a felony violation of section 
1030 (relating to computer fraud and abuse), section 351 (violations with respect to 
congressional, Cabinet, or Supreme Court assassinations, kidnapping, and assault), section 831 
(relating to prohibited transactions involving nuclear materials), section 33 (relating to 
destruction of motor vehicles or motor vehicle facilities), section 175 (relating to biological 
weapons), section 175c (relating to variola virus), section 1992 (relating to wrecking trains), a 
felony violation of section 1028 (relating to production of false identification documentation), 
section 1425 (relating to the procurement of citizenship or nationalization unlawfully), section 
1426 (relating to the reproduction of naturalization or citizenship papers), section 1427 (relating 
to the sale of naturalization or citizenship papers), section 1541 (relating to passport issuance 
without authority), section 1542 (relating to false statements in passport applications), section 
1543 (relating to forgery or false use of passports), section 1544 (relating to misuse of passports), 
or section 1546 (relating to fraud and misuse of visas, permits, and other documents); 
 

 (d) any offense involving counterfeiting punishable under section 471, 472, or 
473 of this title; 
 
 (e) any offense involving fraud connected with a case under title 11 or the 
manufacture, importation, receiving, concealment, buying, selling, or otherwise dealing 
in narcotic drugs, marihuana, or other dangerous drugs, punishable under any law of the 
United States; 
 
 (f) any offense including extortionate credit transactions under sections 892, 893, 
or 894 of this title; 
 
 (g) a violation of section 5322 of title 31, United States Code (dealing with the 
reporting of currency transactions); 
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 (h) any felony violation of sections 2511 and 2512 (relating to interception and 
disclosure of certain communications and to certain intercepting devices) of this title; 
 
 (i) any felony violation of chapter 71 (relating to obscenity) of this title; 

 
 (j) any violation of section 60123(b) (relating to destruction of a natural gas 
pipeline) or section 46502 (relating to aircraft piracy) of title 49; 
 
 (k) any criminal violation of section 2778 of title 22 (relating to the Arms Export 
Control Act); 
 
 (l) the location of any fugitive from justice from an offense described in this 
section; 
 
 (m) a violation of section 274, 277, or 278 of the Immigration and Nationality Act 
(8 U.S.C. 1324, 1327, or 1328) (relating to the smuggling of aliens); 
 
 (n) any felony violation of sections 922 and 924 of title 18, United States Code 
(relating to firearms); 
 
 (o) any violation of section 5861 of the Internal Revenue Code of 1986 (relating 
to firearms); 
 
 (p) a felony violation of section 1028 (relating to production of false identification 
documents), section 1542 (relating to false statements in passport applications), section 
1546 (relating to fraud and misuse of visas, permits, and other documents) of this title or 
a violation of section 274, 277, or 278 of the Immigration and Nationality Act (relating to 
the smuggling of aliens); or  [FN1] 
 
 (q) any criminal violation of section 229 (relating to chemical weapons);  or 
sections  [FN2] 2332, 2332a, 2332b, 2332d, 2332f, 2332g, 2332h, 2339A, 2339B, or 
2339C of this title (relating to terrorism);  or 

 
 (r) any conspiracy to commit any offense described in any subparagraph of this 
paragraph. 

 
 (2) The principal prosecuting attorney of any State, or the principal prosecuting attorney 
of any political subdivision thereof, if such attorney is authorized by a statute of that State to 
make application to a State court judge of competent jurisdiction for an order authorizing or 
approving the interception of wire, oral, or electronic communications, may apply to such judge 
for, and such judge may grant in conformity with section 2518 of this chapter and with the 
applicable State statute an order authorizing, or approving the interception of wire, oral, or 
electronic communications by investigative or law enforcement officers having responsibility for 
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the investigation of the offense as to which the application is made, when such interception may 
provide or has provided evidence of the commission of the offense of murder, kidnapping, 
gambling, robbery, bribery, extortion, or dealing in narcotic drugs, marihuana or other dangerous 
drugs, or other crime dangerous to life, limb, or property, and punishable by imprisonment for 
more than one year, designated in any applicable State statute authorizing such interception, or 
any conspiracy to commit any of the foregoing offenses. 
 
 (3) Any attorney for the Government (as such term is defined for the purposes of the 
Federal Rules of Criminal Procedure) may authorize an application to a Federal judge of 
competent jurisdiction for, and such judge may grant, in conformity with section 2518 of this 
title, an order authorizing or approving the interception of electronic communications by an 
investigative or law enforcement officer having responsibility for the investigation of the offense 
as to which the application is made, when such interception may provide or has provided 
evidence of any Federal felony.  
 
CREDIT(S) 
 
(Added Pub.L. 90-351, Title III, § 802, June 19, 1968, 82 Stat. 216, and amended Pub.L. 91-452, 
Title VIII, § 810, Title IX, § 902(a), Title XI, § 1103, Oct. 15, 1970, 84 Stat. 940, 947, 959;  
Pub.L. 91-644, Title IV, § 16, Jan. 2, 1971, 84 Stat. 1891;  Pub.L. 95-598, Title III, § 314(h), 
Nov. 6, 1978, 92 Stat. 2677;  Pub.L. 97-285, §§ 2(e), 4(e), Oct. 6, 1982, 96 Stat. 1220, 1221;  
Pub.L. 98-292, § 8, May 21, 1984, 98 Stat. 206;  Pub.L. 98-473, Title II, § 1203(c), Oct. 12, 
1984, 98 Stat. 2152;  Pub.L. 99-508, Title I, §§ 101(c)(1)(A), 104, 105, Oct. 21, 1986, 100 Stat. 
1851, 1855;  Pub.L. 99-570, Title I, § 1365(c), Oct. 27, 1986, 100 Stat. 3207-35;  Pub.L. 100-
690, Title VI, § 6461, Title VII, §§ 7036, 7053(d), 7525, Nov. 18, 1988, 102 Stat. 4374, 4399, 
4402, 4502;  Pub.L. 101-298, § 3(b), May 22, 1990, 104 Stat. 203;  Pub.L. 101-647, Title XXV, 
§ 2531, Title XXXV, § 3568, Nov. 29, 1990, 104 Stat. 4879, 4928;  Pub.L. 103-272, § 5(e)(11), 
July 5, 1994, 108 Stat. 1374;  Pub.L. 103-322, Title XXXIII, §§ 330011(c)(1), (q)(1), (r), 
330021(1), Sept. 13, 1994, 108 Stat. 2144, 2145, 2150;  Pub.L. 103-414, Title II, § 208, Oct. 25, 
1994, 108 Stat. 4292;  Pub.L. 103-429, § 7(a)(4)(A), Oct. 31, 1994, 108 Stat. 4389;  Pub.L. 104-
132, Title IV, § 434, Apr. 24, 1996, 110 Stat. 1274;  Pub.L. 104-208, Div. C, Title II, § 201, 
Sept. 30, 1996, 110 Stat. 3009-564;  Pub.L. 104-287, § 6(a)(2), Oct. 11, 1996, 110 Stat. 3398;  
Pub.L. 104-294, Title I, § 102, Title VI, § 601(d), Oct. 11, 1996, 110 Stat. 3491, 3499;  Pub.L. 
105-318, § 6(b), Oct. 30, 1998, 112 Stat. 3011;  Pub.L. 106-181, Title V, § 506(c)(2)(B), Apr. 5, 
2000, 114 Stat. 139;  Pub.L. 107-56, Title II, §§ 201, 202, Oct. 26, 2001, 115 Stat. 278;  Pub.L. 
107-197, Title III, § 301(a), June 25, 2002, 116 Stat. 728;  Pub.L. 107-273, Div. B, Title IV, §§ 
4002(c)(1), 4005(a)(1), Nov. 2, 2002, 116 Stat. 1808, 1812;  Pub.L. 108-21, Title II, § 201, Apr. 
30, 2003, 117 Stat. 659;  Pub.L. 108-458, Title VI, § 6907, Dec. 17, 2004, 118 Stat. 3774.) 
 
[FN1]  So in original.  The word “or” probably should not appear. 
 
[FN2]  So in original.  Probably should be “weapons) or section”. 
 


